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INTRODUCTION
On 17 July 2009, the New York Times online edition wrote: 'This morning, hundreds of Amazon Kindle owners awoke to discover that books by a certain famous author had mysteriously disappeared from their e-book readers. These were books that they had bought and paid for-thought they owned.' 1 What had happened? Amazon had deleted all books by the mentioned author from people's Kindles. Amazon did so after discovering that it was not entitled to the copyright in that author's books. Although the accounts of affected Kindle owners were credited for the price of the deleted books, an outcry was heard throughout the Internet. The best part of the story and a stroke of irony is that the author in question was George Orwell and the books were 1984 and Animal Farm. As you may recall, in 1984 it was the government censors who erased any news that Big Brother might have found disturbing. This time the censor was not the government but a private company acting through the long arm of tethered technology.
In a case adjudicated by the Landgericht Bielefeld in 2013, 2 the plaintiff, the Federation of German Consumer Organisations, argued that the use of language common to contracts of sale by a webpage trading in books, music, films etc. over the Internet raises consumers' expectations of having acquired ownership of the downloaded product and thus entitlement to enjoy the rights granted under Article 17(2) of the German Copyright Act (GCA). Article 17(2) GCA provides that the right to distribute a particular copy of a work is exhausted after it has been released in the stream of commerce with the right owner's consent. The defendant, the operator of the webpage at issue, argued that no ownership is acquired in the digital copies that the consumer downloads from the Internet. Since these copies are incorporeal, there is no exhaustion. Arguably, Article 17(2) GCA takes effect only when a physical copy of a work is transferred. The court found for the defendant and held that considering Article 4(2) of the Directive 2001/29 3 of the European Union 'exhaustion is limited to corporeal works'. 4 The two cases are interesting because they point to a number of difficult questions regarding technology, online business and copyright law, which are central to this paper. In particular, the paper addresses the following points: 1) How should consumer expectations/autonomies be protected when the establishment of a novel online business model of copyrighted works LG Bielefeld, supra note 2, at p. 20. involves a change in the contractual basis from a one-off sale to an accessbased transaction? 2) What are the implications for the functioning of the exhaustion rule as an element of copyright balance? 3) How does the picture change when tethering supported business models of copyrighted works kick in?
TETHERED TECHNOLOGY: KEY FEATURES
I would like to start my investigation with a description of some key features of tethered technology -a technology that may deeply impact online business, consumer autonomies and copyright doctrine. Well-known examples of tethered appliances include the 2013 PlayStation 4, which allows Sony to monitor the access and use of purchased games, 5 or Amazon's way of 'selling' e-books, showcased above. The functionality of tethering technologies includes two main features. First, it is 'tethered', as it establishes a permanent link between a platform and a computer. This enables the operators of the platform to reprogram the technology whenever they choose to do so. 6 An example of this is the iPhone. When the iPhone was introduced in 2007, users who had added unauthorized software or 'unlocked' the iPhone for use with other networks than AT&T's were penalized with a 'bricked' iPhone. 7 The second feature of tethered technology is that it enables 'trusted systems'. Trusted-system functionality provides 'for a set of protocols for delivering stored content to users via authenticated devices and platforms'. 8 Such functionality is appealing to consumers as it offers interoperability and safety. For companies such as Amazon or Apple it is interesting because it allows for the controlling of which software and hardware is used in the closed circuit. From a consumer perspective, the downside of this control is lock-in: 9 in parallel with such functionality becoming more deeply embedded, consumers will find it more difficult to switch to alternative platforms, equipment or services. 10 The technology can be used for a number of purposes, including the following. Firstly, it can be used for monitoring. In the case of a streaming business model, as we will see below, tethering allows the copyright owner to closely monitor any use of a streamed work. Secondly, it is useful for rights enforcement. By endowing right holders with the power to closely monitor user behaviour, tethered technologies are proving to be a new-generation digital rights management (DRM) system, making the enforcement of copyright even more efficient. 11 Thirdly, tethered technologies serve to collect data. Every move that a consumer makes (within the closed circuit linking the platform owners, the protected work and the consumer) creates data that corporations can collect, mine with data from other sources and create user profiles or sell the data to 'data farms'. 12 The tendency is going in the direction of combining all three uses.
Tethered technologies are likely to proliferate in the future since they provide for a perfect means to support 'cloud' 13 strategies. The cloud is extremely appealing for both consumers and businesses in the online environment: music-lovers employ cloud strategies as an easy and cheap way to stream 14 music from a very large repertoire over the Internet to their smartphones or computers. 15 The biggest music streaming platforms in 2014 were Spotify, the Swedish giant counting 40 million users and 10 million subscribers, and Deezer, a French service, counting 26 million users and 2 million subscribers. YouTube and Amazon -the latter with a service called Prime Music -are both about to enter the market of music streaming and it is thus likely that the picture will change soon. 16 Software companies are enthusiastic about the cloud since it provides for a service-based business model, 17 enabling businesses to charge users a monthly subscription fee for accessing their applications online. 18 Forecasts predict that by 2015 service-based software will account for 11 For Zittrain, tethered technologies provide for 'perfect' copyright enforcement. See Zittrain, 'Perfect Enforcement on Tomorrow's Internet', supra note 6, at p. 136.
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On user monitoring and data mining see Cohen, supra note 8, at pp. 167-169 and 197-198 14 Streaming is a technology that is used for transmission of data packets on the Internet. It is attractive for consumers since it allows for an immediate display and playback of the content before the entire file is downloaded. Technically, this is possible because 'earlier packets can be re-assembled and processed before the entire file is downloaded' (Jay Anderson, 'Stream Capture: Returning Control of Digital Music to the Users' (2011), Harvard Journal of Law & Technology, 25 (1), pp. 160-177, at p. 166). The difference between streaming and downloading is that the former technology discards the downloaded files while the latter saves them. See 'Adobe -Super Subs', The Economist (22 March 2014). In this article, Adobe is spotlighted as a vanguard firm having made a dramatic shift "from being a purveyor of pricey, shrink-wrapped software to one that charges users a monthly subscription fee to access its applications online via the computing 'cloud'". around 24 per cent of all new business software purchases, and 13.1 per cent of worldwide software spending will go on software-as-a-service (Saas). 19 While it is true that cloud strategies do not require a permanent downloading or fixation on a consumer's storage medium, one must not overlook that 'stream capture' technologies empower consumers to save audio or video streams in similar ways to downloads. 20 As a consequence, cloud strategies will depend on the support of tethered technologies to shield the business model from piracy or the first sale mechanism. 21 Indeed, you do not need to be a computer geek to know how the cache of your PC can be set up so that it is large enough to save a transmitted file in its entirety. Free software (such as PandoraJam, Dar.fm or MPEG Streamclip) is available online, allowing consumers to extract those files from the cache and transfer them to other devices. 22 Therefore, copyright owners fear that the new business model will spur a new wave of piracy. 23 Beyond combating piracy, right owners are eager to impose access-based service transactions rather than one-off contracts of sale. As will be shown in the next section, this is mainly because the effects of the exhaustion mechanism are triggered if the transaction at issue is considered a sale. As a consequence of new case law in the realm of computer software, this is imminent in the European Union. What is needed to impose an access-based transaction is a technology that would allow companies to technically inscribe such licensing terms. Technologies tethering copyright use to a certain device are doing precisely this, as they enable right holders to impose access-based terms of licence and allow for continued observation and enforcement. 24 Since they provide for a trusted system, they will also offer an efficient vaccine against piracy.
The multifaceted legal aspects of tethering-supported online business have not yet been the subject of much in-depth academic research. Neither has their impact on consumer autonomies and the functioning of the first sale and exhaustion mechanism been clarified by the judiciary. So far, courts have dealt with the problem of first sale and exhaustion in the digital environment mostly in the sector of computer software. Before analysing the effects of tethered technologies on individual and social autonomies, I would like to briefly review some leading cases on the first sale and exhaustion defence in the digital environment.
FIRST SALE AND EXHAUSTION: TENDENCIES IN CASE LAW
In the brick-and-mortar world, the principle of first sale or exhaustion provided for a trade-off between copyright law and general property law. See US Department of Commerce, supra note 19, at pp. 5-9. 24 Perzanowski and Schultz, supra note 9, at pp. 904-907. first sale doctrine, the owner of intellectual property rights in a work shall not be able to control the transfer of ownership in a particular copy after the first sale of that copy has occurred with their consent. The first sale defence was designed by the lawmakers (not only in the United States but also in Europe) as a limitation to the right of distribution. Accordingly, the right to prohibit distribution exhausts after the first sale of the particular copy.
In the digital networked environment, nothing is as it once was and a number of things have become uncertain in legal doctrine, including the domain of the distribution right, the legal status of a particular copy and the overall survival of the first sale defence. Higher courts have so far decided on these issues only in the realm of software and have come to radically opposed conclusions in Europe and in the United States.
USEDSOFT V ORACLE
The judgement of the Court of Justice of the European Union (CJEU) in UsedSoft v Oracle, of 3 July 2012, is one of the most controversial decisions of EU copyright adjudication in the last few years. 25 The case was referred to the CJEU for a preliminary ruling under Article 267 of the Treaty on the Functioning of the European Union (TFEU) by the German Bundesgerichtshof (Supreme Court). The main question that the Bundesgerichtshof asked the CJEU was 'whether and under what conditions the downloading from the Internet of a copy of a computer program, authorised by the copyright holder, can give rise to exhaustion of the right of distribution of that copy in the European Union within the meaning of Article 4(2) of Directive 2009/24.' 26 As to the facts of the case, UsedSoft, a company selling used software over the Internet, was sued in Germany by Oracle, a producer of software, because of copyright violation under Directive 2009/24. 27 In its defence, UsedSoft argued that the resale of computer programs produced by Oracle was justified, since the distribution right exhausted after their first sale. Oracle contested the validity of the exhaustion defence, claiming that it did not sell the computer programs at issue. Rather, a copy of the program was made available for its customers to download free of charge; customers were not entitled to use the downloaded copy 'unless they have concluded a user licence agreement with Oracle'. According to Oracle, the licence provided its customers with 'a non-exclusive and non-transferable user right for an unlimited period for that program'. Arguably, 'neither the making available of a copy free of charge nor the conclusion of the user licence agreement involves a transfer of the right of ownership of that copy'. 28 The CJEU dismissed Oracle's submission, stressing that 'the downloading of a copy of a computer program and the conclusion of a user licence agreement for that copy form an indivisible whole' since 'downloading a copy of a computer program is pointless if the copy cannot be used by its possessor'. 29 Therefore, the transactions at issue must be seen as 'the transfer of the right of ownership of the copy of the computer program'. 30 Comparing different technologies and modes of supply, the court held that it makes no difference 'whether the computer program is made available to the customer by means of a download from the rightholder's website or by means of a material medium such as a CD-ROM or DVD'. 31 Although Oracle's claim that it did not sell computer programs did not directly attack the exhaustion defence, it did so indirectly, since the term 'sale' is the hook of the exhaustion clause under Article 4(2) of Directive 2009/24. The provision reads as follows: 'The first sale in the Community of a copy of a program by the rightholder or with his consent shall exhaust the distribution right within the Community of that copy, with the exception of the right to control further rental of the program or a copy thereof'.
To be sure, the CJEU did not hesitate to make the connection to the exhaustion mechanism clear: recalling the Advocate General's opinion in the case, the court stated that the term 'sale' in Article 4(2) of Directive 2009/24 must be given a broad interpretation 'encompassing all forms of product marketing characterised by the grant of a right to use a copy of a computer program, for an unlimited period, in return for payment of a fee designed to enable the copyright holder to obtain a remuneration corresponding to the economic value of the copy of the work of which he is the proprietor'; this broader interpretation of the term is necessary to prevent the circumvention of the first sale and exhaustion clause. 32 As the CJEU explicitly held in para. 55, the first sale and exhaustion defence must continue to function effectively under the conditions of digital technologies and the Internet:
On this point, it must be stated, first, that it does not appear from Article 4(2) of Directive 2009/24 that the exhaustion of the right of distribution of copies of computer programs mentioned in that provision is limited to copies of programs on a material medium such as a CD-ROM or DVD. On the contrary, that provision, by referring without further specification to the "sale … of a copy of a program", makes no distinction according to the tangible or intangible form of the copy in question.
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UsedSoft v Oracle, supra note 26, at para. 35. 29 Ibid., at para. 44. 30 Ibid., at para. 46. 31 Ibid., at para. 47. 32 Ibid., at para. 49.
Hence, the CJEU came to the conclusion that 'digital exhaustion' 33 exists! It did so through prioritizing free-trade interests over IP-based contractual interests. 34 According to the court, a customer downloading a copy from the Internet expects to have acquired ownership in that copy. This expectation needs to be protected for the sake of the functioning of the EU's internal market, irrespective of conflicting contractual terms (such as Oracle's), stipulating that the download and the use of software are two separate business transactions. For the CJEU, the major point was that the copyright owner had received an appropriate remuneration with the first sale of the software program. 35 Its intention to prioritize free trade may have induced the CJEU to gloss over some tricky doctrinal questions that the adoption of digital exhaustion raises. For instance, to mould a transfer of ownership, an act of communication to the public (making available) is reinterpreted by the CJEU as an act of distribution. 36 Apart from the relationship between the distribution right and first sale, UsedSoft v Oracle raises doctrinal questions as to the distinction between work and copy, which the CJEU did not address. 37 Rather than looking into these intricacies of copyright doctrine, the court was more concerned about establishing an overall balance of interests between the licensor and the licensee of computer software.
VERNOR V AUTODESK
The question of whether contractual arrangements control the application of the first sale/exhaustion mechanism has been answered by courts in the US in radically different ways than in the EU. Whereas the CJEU found that exhaustion trumped contract terms, in UsedSoft v Oracle, the US Court of Appeals for the Ninth Circuit came to the opposite conclusion in Vernor v Autodesk. 38 According to Vernor, a producer of software programs may prevent the first sale defence from taking effect simply by designing the contractual relationship with the customer as a service rather than a sale. 39 As to the facts of the case, the defendant, Timothy Vernor, purchased unused copies of software produced by the plaintiff, Autodesk, from one of Autodesk's direct customers and then resold them on eBay. The software was stored on CD- 33 The term 'digital exhaustion' is used in this paper to describe issues of first sale in digital files that have been obtained by the consumer from the Internet. Hence the term does not cover issues of first sale or exhaustion of digital content that is embodied in a material object such as a CD or DVD. 34 For a similar view see Senftleben, supra note 25, at p. 2926.
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UsedSoft v Oracle, supra note 26, at para. 63. 36 Ibid., at para. 52. See Senftleben, supra note 25, at p. 2927. ROMs. 40 The contractual arrangement between Autodesk and its direct customer involved a single-payment perpetual software licence. The terms of licence contained a number of limitations on the licensee's use of the software and their right to transfer the software. 41 Vernor did not use the software and did not agree to the terms of licence. 42 The Court of Appeals found that Vernor had infringed Autodesk's distribution right. With regard to first sale, the court considered it to be critical that Vernor received the software copies from an Autodesk customer who was merely allowed to use them according to specific terms of licence. Since the Autodesk customer did not acquire ownership in the copies, he was not entitled to sell them to Vernor. Vernor, for his part, was not entitled to invoke the first sale defence, as he had not purchased the software copies from an owner. 43 The court adopted a general rule allowing determination of whether a software user is a licensee or an owner of a copy. According to this rule, 'a software user is a licensee rather than an owner of a copy where the copyright owner (1) specifies that the user is granted a license; (2) significantly restricts the user's ability to transfer the software; and (3) imposes notable use restrictions'. 44 If these three requirements are met, as they were in the case at issue, the first sale defence cannot be made effective by a software user.
The Court of Appeals rejected Vernor's argument that the Supreme Court decision in Bobbs-Merrill established his entitlement to the first sale defence in the case at hand. In Bobbs-Merrill, the Supreme Court had adopted the first sale doctrine in 1908, 45 before Congress codified it in the US Copyright Act in 1909. 46 The Ninth Circuit clarified that in Bobbs-Merrill the Supreme Court 'noted that its decision solely applied to the rights of a copyright owner that distributed its work without a license agreement'. 47 Hence, the first sale doctrine does not prevent parties from agreeing on terms of contract that restrict the transferee's rights to dispose of the copy of a work that they are licensed to use.
In comparison with the CJEU's decision in Oracle, one must emphasize that in Vernor the software was on a CD-ROM. The far-reaching consequence of this is that US case law allows the resale of software to be contractually excluded even if it is stored on a physical data carrier.
THE CJEU'S ENCOURAGEMENT TO USE TECHNOLOGY
From the analysis of the two leading cases on first sale and exhaustion in the digital environment so far we have received the impression that 'contract trumps first sale' is established in US copyright law whereas in the EU the exhaustion principle outbalances contradicting terms of licensing. The impression of 40 Vernor v Autodesk, supra note 38, at para. I.A. 41 Ibid., at para. 1104. 42 Ibid., at para. 1105. 43 Ibid., at para. 1104. 44 Ibid., at para. 1111. 
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Vernor v Autodesk, supra note 38, at para. 1107. diametrically opposed views of the relationship between contract and copyright exhaustion in the two jurisdictions is thwarted by a very interesting aspect of the UsedSoft case that has not received sufficient attention in academic literature so far. In para. 87 the CJEU noted: '[A] copyright holder such as Oracle is entitled, in the event of the resale of a user licence entailing the resale of a copy of a computer program downloaded from his website, to ensure by all technical means at his disposal that the copy is made unusable.'
This paragraph can be understood as a recommendation from the CJEU to use technology to prevent the person who resold the software copy from further using the sold copy herself. Does this mean that, for the CJEU -although first sale trumps contract -technology trumps everything? Howsoever, companies embracing cloud strategies may read this as an encouragement to use tethered technologies as a means of imposing access-based contractual schemes and also avoiding exhaustion under conditions where exhaustion would prevail over contradicting terms of licensing.
TETHERING, CONSUMER AUTONOMY AND OPEN MARKETS
The two cases reviewed in the previous section dealt with conventional download/distribution situations. The interesting question is how the picture will change once tethering-supported online business strategies kick in. As mentioned, this is a likely consequence in the EU in order to avoid the exhaustion mechanism taking effect in the digital environment. Beyond the EU, tethering may become attractive to support cloud strategies due to its other advantages for companies, including the promise of 'perfect enforcement' or the possibility of collecting data and preventing users from switching to other software or hardware. An important element of the technology's great potential is the seductive appeal that cheap and easy, temporarily and geographically unrestricted access to the 'celestial jukebox' 48 has for millions of consumers worldwide. However, the flip side of the coin for consumers is that tethered technologies enable right holders to exert continued hands-on control over how copyright-protected materials are used. Hence, they allow the overriding of the exhaustion mechanism to a far greater degree than technical protection measures or digital rights management systems, which confine to controlling access and/or copying. As a consequence, right owners are empowered to exercise greater control not only over uses but also over users. 49 Perzanowski and Schultz emphasised '[t]hat control constrains consumer welfare on a number of levels. It prevents consumers from acquiring or reselling works via secondary markets; it impinges on their privacy and limits their opportunities for innovation; and it threatens market efficiency and competition by increasing transaction costs and the risk of consumer lock-in.' 50 Indeed, for consumers and society at large, tethered technologies may result in a number of costs, including the following: Perzanowski and Schultz, supra note 9, at p. 891. 1) Tethered technologies squeeze consumers into an access-based type of contract. Consequently, the first sale and exhaustion mechanism is circumvented and a potential downstream market is foreclosed: a consumer who buys an e-book for her Kindle or iPad is prevented by the technology from selling it via secondary markets without selling the device itself. 51 In an EU-wide public consultation on the need for copyright reform conducted by the European Commission in 2014, 52 many users complained about technical barriers preventing them from reselling digital media, including e-books, songs and computer games. 53 Tethered technologies prevent the emergence of markets where one can buy used e-books etc. at a reduced price. This will be deplorable from a consumer welfare perspective. 2) Tethered technologies prevent the buyer of a digital copy of a work from having a number of benefits that the buyer of a physical copy would enjoy. For instance, whereas the buyer of a hard copy of a book generally enjoys the possibility to add annotations, tinker with the copy or repair it, such benefits are not available to the buyer of an e-book. If the possessor of an e-book tinkers with her e-book reader to extract and transfer the book to other devices, she risks violating the rules of statutory law prohibiting the circumvention of technological measures. One result of the public consultation conducted by the EU Commission was that many consumers complained that physical products and digital media would generally be treated differently in trade. Such differences were considered particularly unjustified, since the physical and digital products are mostly sold at similar prices, even though the interoperability and portability of the digital version is reduced compared to the physical one. 54 3) Tethered technologies regulate user behaviour ex ante, since they preempt undesirable conduct of end-users before it happens. 55 Under a classical model of enforcement, right holders have reacted ex post to infringements of their copyrights by bringing the indicted user before a judge. The judge has then considered the case as a whole, hearing not only the arguments of the plaintiff but also the defendant's potential exculpation, based on the law's permission of a number of non-infringing uses. Taking account of the fact that the consumer is usually in the weaker position as far as knowledge and financial power is concerned, the burden of proof has been with the right owner. Under the new model, the range of permitted uses is determined by the platform owner from to arise. 59 If the data was purchased from the cloud operator, problems regarding content ownership can arise, as occurred in the case of a Google video-purchasing service that was shut down in 2007. Over the service, customers were able to buy or rent a wide range of videos and watch them through a viewer on Google's site. If the content was bought, users were allowed to watch it without limitation. One year after Google acquired YouTube, it closed the video-purchasing system with the consequence that customers (who thought they owned them) were not able to access their purchased videos anymore. After an outcry, Google offered financial compensation but did not allow the shifting of the purchased videos to another online platform or to users' PCs. 60
SHOULD FIRST SALE SURVIVE IN THE CLOUD?
The analysis so far has enabled a better understanding of the impacts of tethered technology on copyright balance and the possible harmful effects on consumer interests and social autonomies. This brings us back to the practical question of what regulatory responses would be required to readjust the distorted equilibrium in copyright law. Should first sale survive in the cloud? A number of strategies are being discussed in the academic literature, including the following.
SHIFT FROM FIRST SALE TO FIRST USE
In a recent study, Hilty et al. proposed a reinterpretation of the first sale rule in a way that would implicate a shift from first sale to first use, at least with regard to computer software in the EU. Their study was written in light of the UsedSoft v Oracle judgement of the CJEU, breaking new ground in the understanding of consumer rights in software licensing deals, for the purpose of a thriving EU internal market. 61 Adopting a functional interpretation of Directive 2009/24, 62 Hilty et al. argue that for a customer it does not make sense to be allowed to make a copy of a software program (received via transfer of a physical data carrier, download or streaming from the Internet) without permission to use that program at the same time. 63 Because of this, most agreements for the licensing of software arguably contain an 'implied license' to use the software program in addition to being allowed to make copies thereof. Being mindful of this necessary link between copy and use, the authors claim that the word 'acquirer' (as in Article 5(1) of Directive 2009/24, enumerating a number of uses that a 'lawful acquirer' of a copy is entitled to without permission from the right owner) would not make sense under conditions of the cloud. 64 Against the background of 59 Zittrain, 'Perfect Enforcement on Tomorrow's Internet', supra note 6, at p. 154. Ibid., at p. 277. recent technological developments, they criticize the fact that reference to an acquisition is not in line with business models which do not involve the transfer of a physical copy, such as cloud computing. Consequently, they recommend a technologically neutral interpretation of the first sale defence in Article 4(2) of Directive 2009/24: 65 In essence, this assessment leads to the conclusion that Article 4(2) of Directive 2009/24 must be understood in a technologically neutral way. This means that instead of the "first sale", the "first granting of the right to use" becomes relevant. Hence, the first granting of the right to use needs to be assessed as equal to a sale in the meaning of the "first sale doctrine".
The recommendation of Hilty et al. may be welcomed by courts in Europe, which are trying to reconcile the exhaustion rules in Directive 2009/24 with new technologies and cloud-based business models. 66 The question is whether such an approach could be extended beyond computer software to include other copyrightprotected works such as music, e-books and films. 67 Although Hilty et al. discuss these questions, they remain hesitant on this point. 68 In my view, it should be emphasized that the CJEU, when adopting the concept of 'digital exhaustion', insisted on the distinction between computer programs and other copyright- 
EXTENDING FIRST SALE BEYOND THE DISTRIBUTION RIGHT TO ESSENTIAL USES IN THE DIGITAL ENVIRONMENT
In the United States, Perzanowski and Schultz have recently proposed a broad interpretation of the first sale defence reaching beyond the distribution right to also include reproduction, modification and circumvention. 74 They argue that copy owners need a reproduction right because courts in the US consider reading an ebook or listening to music in MP3 format as reproductions. 75 Moreover, platform shifting and access are essential uses that should also be available for consumers in the digital environment when they obtain content from the Internet. 76 Arguably, platform shifting and access would not be possible if users were not allowed to modify and circumvent. The two authors suggest that such uses would be permitted to copy owners if courts were to adopt a common law approach to interpret first sale as an element of a broader exhaustion principle. 77 Arguably, this would be possible because the codification of the first sale doctrine in the Copyright Act did not bring to an end a common law interpretation of the exhaustion principle in copyright law. 78 Perzanowski and Schultz document their thesis with a detailed analysis of the pertinent case law. They consider the flexibility provided by common law to be necessary for re-establishing a trade-off between the interests of rights holders and copy owners in an environment of new technologies and changing markets. As a guideline, justifications for allowed uses developed in software cases should be generalized beyond software digital copies. 79 Aspiring for proportionate solutions, courts should not strengthen copy owners' rights beyond what they really need in the online environment to satisfy their legitimate interests of access, privacy, interoperability, preservation, platform shifting and so on. 80 The study by Perzanowski and Schultz concludes by recommending that judges adjust copyright doctrine by way of a broader interpretation of first sale. As a key element they propose extending the effect of exhaustion beyond the distribution right, to reproductions and modifications. These are copyright limitations that would be essential for owners of digital copies for the purposes of platform shifting, reparation, preservation and transformative use. The authors do not leave it at abstract recommendations of first sale reform but engage in a detailed analysis of the practical consequences with regard to the transfer and modification of digital copies the term 'copy' was explained by an agreed statement concerning Articles 6 and 7 of the Treaty. 'According to that statement, "the expressions 'copies' and 'original and copies' being subject to the right of distribution and the right of rental under the said Articles, refer exclusively to fixed copies that can be put into circulation as tangible objects"'(at para. 39).
and access to digital media. 81 They are mindful that the rights of right owners should only be limited as far as would be necessary for establishing copyright balance.
A shortcoming of this recommendation is that it is not sufficiently realistic about the precedence of contract over first sale, which appears to be a carved-in-stone rule in US case law. If contract trumps first sale, copyright owners will always be able to design the licensing agreement with customers in a way that circumvents copyright first sale, let alone broader limitations deriving from a stipulated common law of copyright exhaustion. Even if courts were to embrace the authors' recommendation, there would still be the problem that platform owners would be able to curtail gained flexibility through the use of tethered technologies. Moreover, these recommendations reflect the US perspective: in the Internet environment, we would need a solution that works globally. 82 
USING TECHNOLOGY TO SIMULATE PHYSICAL DISTRIBUTION -IS THE MACHINE THE ANSWER?
The main reason for the crisis of the first sale and exhaustion doctrine in the digital environment is to be found in the new ways that content is received by consumers. Whereas in the brick-and-mortar world a transaction (of cultural content) involved a physical data carrier, with a copy of the work stored on it, changing hands from the seller to the acquirer, it is difficult to identify a step-by-step process of physical distribution in an online setting. Since the doctrine of copyright first sale is intrinsically tied to the transfer of a physical copy, adapting the doctrine to the online environment turns out to be extremely difficult, as the above discussion has demonstrated. Why not try an alternative avenue -true to Charles Clarke's aphorism that the answer to the machine is in the machine? 83 Using technology to provide for a continuation of the first sale mechanism might ensure that digital copies show 'quasiphysical' properties and thus the distribution of a tangible item could be 'simulated' for the purpose of the first sale doctrine. 84 Such a strategy was aspired to by ReDigi, the operator of an online marketplace where owners of digital music were able to sell their legally purchased songs to others for about half the price one would pay on the iTunes store. 85 Vendors had first to download software called Media Manager from ReDigi's website. Using metadata information identifying the source of the copies (to make sure that the content was not pirated), the software then combed through the vendor's computer and compiled a list of songs eligible for resale. 86 For the purpose of simulating a step-by-step transfer of digital files in conformity with first sale requirements, ReDigi employed software which provided for a forward-and-delete transfer process from the seller's computer to ReDigi's server. As claimed by ReDigi, this process 'involves "migrating" a user's file, packet by packet -"analogous to a train" -from the user's computer to the Cloud Locker so that data does not exist in two places at any one time'. 87 ReDigi charged 5 to 15 per cent of the sales price of the transferred file for this service.
However, ReDigi's business model was rejected by the United States District Court for the Southern District of New York in Capitol Records v ReDigi. 88 The court was not convinced that ReDigi's forward-and-delete technology was able to simulate the distribution of a physical copy, a premise of the first sale doctrine. The court found that ReDigi's upload process involved copying a file from the vendor's computer to the Cloud Locker, requiring an authorization from Capitol Records, being the owner of the rights in the work: 89 Because the reproduction right is necessarily implicated when a copyrighted work is embodied in a new material object, and because digital music files must be embodied in a new material object following their transfer over the Internet, the Court determines that the embodiment of a digital music file on a new hard disk is a reproduction within the meaning of the Copyright Act.
Hence, the court considered that transmission over the Internet required the creation of a new material object. In the absence of an authorization from the rights owner, the court judged the copying in question to be an unlawful reproduction of the original. Since the court was unwilling to broaden the scope of the first sale defence to include the transfer of digital files over the Internet, the first sale defence did not apply. 90 The court's assessment of the transfer process has been criticized by Perzanoswski and Schultz, who argue that it 'is indistinguishable from the sale of a 45 or compact disc at a used record store. Both begin with a single copy owned by one party and end with a single copy owned by another. The only difference is that additional temporary copies were created to facilitate the transaction.' 91 The question is whether these critics are right to say that there is only one copy at the beginning and one at the end of the process. Is ReDigi's forward-and-delete technology practically capable of assuring this? The court in ReDigi did not further elaborate on this. In the EU copyright consultation, mentioned above, 92 the EU Commission reports that publishers/producers/broadcasters believe that 'current technology does not allow for proper implementation of forward-and-delete 86 schemes' and authors/performers argue that 'it is impossible to ensure that the reseller destroys the original copy or copies. In such situations there is no "transfer" of the copy, but a multiplication.' 93 Hence, a technological solution to the problem does not seem to be available -at least not for the time being.
FOR A FULLER PICTURE OF TETHERING-SUPPORTED ONLINE BUSINESS
The analysis so far has revealed a number of hurdles that the copyright doctrine faces when trying to adapt the first sale/exhaustion mechanism to the digital networked environment. It appears that the doctrine's precondition that a particular physical copy is transferred from a seller to a buyer cannot be fulfilled in the digital environment. On top of that, tethered technologies will bring into question the survival of first sale as they will enable online businesses to circumvent the defence simply by hardwiring suitable contractual terms. Beyond first sale circumvention, the functionality of tethered technology will have a number of further detrimental effects on consumer autonomies and welfare, as identified above. My conclusion, therefore, is that it is no longer sufficient to strive for equilibrium of interests within existing frameworks of IP and copyright doctrine. Hence I recommend ditching the first sale/exhaustion doctrine as a primary mechanism of copyright balance and rather seeking a trade-off between competing individual and social interests in a larger context. The challenge is to avoid things getting out of hand, once existing doctrinal frameworks are abandoned.
Due to the space constrictions of this paper I can only very briefly sketch what such an approach could look like. It is the CJEU that could lead the way as it did in UsedSoft when abandoning the narrow framework of copyright exhaustion and looking at the mechanism from the perspective of open markets. The court's externalization of the perspective allowed for a balancing of copyright exclusiveness against open markets, taking account of competing interests such as secondary markets and platform competition. However, this will not always be sufficient. In certain cases, one would need to go beyond that and study the implications for individual and social autonomies more comprehensively. Regarding individual autonomies, one should also consider interests in transactional transparency and consumer expectations, 94 See also Liu, supra note 76, at p. 1307: 'If most consumers have strongly held beliefs about the rights they have when they obtain a digital copy of a copyrighted work, and if such beliefs are at odds with the underlying legal regime, then this may lead us to reevaluate the allocation of such rights.' information and, last but not least, privacy. Beyond that, trans-individual interests should also be protected, as tethering-supported cloud strategies may also undermine cultural heritage preservation goals: if private parties have entire control of the supply of works, there is an enhanced risk that these works may become unavailable at some point (for example if the distributor loses commercial interest in the work). 95 These aspects should also be considered by courts in their decisions.
To be sure, we must be careful not to throw out the baby with the bathwater and sacrifice copyright exclusiveness entirely. I suggest taking a 'constitutional' approach in order to strike a fair balance between competing interests. Again, it is the CJEU who has shown in its recent case law what such a meta-level perspective could look like. A first case that is key in this regard is the court's Grand Chamber decision in Promusicae (2008), holding that IP rights must be balanced against other fundamental rights. 96 According to Promusicae, the framework informing courts when implementing this requirement is provided by the Charter of Fundamental Rights of the European Union. It must be emphasized that the protection of the right to intellectual property is also enshrined in Article 17(2) of the Charter. As the CJEU specified in Scarlet v Sabam (2011), 'there is, however, nothing whatsoever in the wording of that provision or in the Court's case-law to suggest that that right is inviolable and must for that reason be absolutely protected.' 97 Rather, a balancing of interests is required. Among the interests that must be balanced is the freedom to conduct business that is enjoyed by companies providing services on the Internet pursuant to Article 16 of the Charter 98 and the fundamental rights of such companies' customers, namely their right to protection of their personal data, as safeguarded by Article 8 of the Charter. Rights of data protection may be infringed when Internet service providers monitor user behaviour and collect data for the purpose of copyright enforcement. 99 Finally, the court held, in Scarlet, that IP rights must also be balanced against users' freedom to receive or impart information. Freedom of expression and information, as protected by Article 11 of the Charter, can be affected, for instance, when filter technologies that are used for the purpose of rights enforcement are also blocking lawful communications because they are not able to properly distinguish between unlawful and lawful content. 100 The requirement to balance the protection of intellectual property against the freedom of communication, the freedom to conduct business and the right to privacy was confirmed in 2012 in Sabam v Netlog. 101 Finally, when striving for a fair balance, the principle of proportionality, which is well established as a general principle of law in European 95 countries, in the European Union and in the framework of the European Convention on Human Rights, could also provide guidance. 102
CONCLUSIONS
Tethering technologies are waiting in the wings to support novel online strategies for the distribution of 'cultural' works and software. Their functionalities establish a permanent link between an Internet platform and its user and provide for a trusted system, ensuring that the exchange of digital content happens between authorized platforms and devices only. These functionalities are advantageous for both platform owners and consumers. For platform owners they are attractive since they offer the possibility to reprogram the application at will. Moreover, they enable platform owners to closely monitor any use that a consumer makes of a licensed work -similar to an enhanced version of a DRM system. Monitoring of how content is being used enables the collection of consumer data. Such data can either be mined with data from other sources to generate fine-meshed user profiles or can be sold to companies active in the trade of big data. For consumers, tethered appliances are attractive since they offer safety, are easy to handle and -in the realm of entertainment -promise access to the riches of large repertoires.
However, the new technology also entails considerable copyright-related drawbacks for consumers as they are denied a number of benefits that they enjoyed when buying a physical copy of a book, CD or DVD etc. under the brick-and-mortar paradigm. Although the curtailing of the first sale and exhaustion mechanism carries particular weight from the perspective of copyright equilibrium, a number of proposals to readjust the copyright doctrine have not proven to be entirely satisfactory. Since a technological remedy is not (yet) available, and bearing in mind the above identified other dangers to user autonomy, I recommend abandoning the narrow framework of copyright exhaustion and considering the relationship of the various values and interests from a broader perspective. The recent case law of the CJEU, balancing IP rights against freedom of communication, freedom to conduct business and the right to privacy, promises an interesting approach that refers to the quasi-constitutional framework provided by the EU Charter of Fundamental Rights. 
